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2- Application layer
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1- Robustness
2- Self-organization
3- Confidentiality
4- Integrity
5- Data freshness
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7- Replay attacks
8- Decision making
9- robustness
10- Availability
11- Time synchronization
12- Secure localization
13- accessibility
14- flexibility
15- scalibility
16- Data aggregation
17- Data fusion
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4- Network
5- Pairwise
6- Group-based
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1- Eschenauer
2- Key pool
3- Path key discovery
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1- Du

2- LEAP(Localized encryption and authentication protocol)
3- Hybrid
4- Cluster
5- Sink node
6- -tolerant Authentication
7- One-way hash-key chain
8- Cluster-by-cluster
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1- q-composite
2- Intersection threshold
3- Yener
4- Balanced Incomplete Block Design
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5- SHELL
6- Location-Aware
7- Cluster base
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1- Panja
2- Tree-base Group Diffie-Hellman protocol
3- Intra-cluster
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5- One-way Hash function
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Abstract 
 

The Need to modern and reliable communication systems, seems to be more important, as the 

probability of society chaos, terrorist threats and natural disasters increase. These communication 

tools should be able to transmit, within the shortest possible time, the vital and emergency messages 

from crisis- stricken regions to control and management centers and from there, to endangered and 

relief needing people so that their lives and properties could be protected against accidents and 

disasters or the damage rate could be mitigated. One of the most important features of these systems 

is that they are able to act well under severe conditions and that their performance are not 

intentionally and unintentionally vulnerable. Wireless sensor networks are one of the most 

advanced technologies for such cases. Key management has remained a challenging issue in 

wireless sensor networks (WSNs) due to the constraints of sensor node resources. Various key 

management schemes that trade off security and operational requirements have been proposed in 

recent years. In this article, we first examine the security and operational requirements of WSNs 

and then review eight key management protocols: Eschenauer,q-composite,Yener, Du, LEAP, 

SHELL, Panja, and Yang and analyze them in the case of  security and operational requirements. 

Finally we propose some proposals for selecting a suitable protocol. 

 
Key Words: Wireless Sensor Network, Key Management Protocols, Operational Requirements, 

Security Requirements 
 

 
1- MS. Candidate- Imam Hossein University (Email: y.kakavand@gmail.com) 
2- Faculty and Research Center of Information & Communications Technology (ITC) Lecturer, Imam Hossein Comprehensive University 

(Email khadem@tmu.ac.ir) 


	3
	3.1

