
CPS3

IT

CPS3

ATMEGA128eSTREAM

yazdan.51@gmail.comEmail:

Khadem@tmu.ac.irEmail:



IT

IT

1- Block Cipher
2- Stream cipher

CPSS [1]

3- Pseudo Random
4- Nonlinear Feedback Shift Register



CPS3

CPS3

ATMEGA128

eSTREAM

CPS3

GF(28)

CPS3

CPS3

CPS3

1- G Meiser

GF(24)

ATMEGA128

AVR

AVRRISK

SRAM

FLASH

ATMEGA

ATMEGAATMEL

ATMEGA



AVR

(WSN)

AVR

AVRStudioBascomCodeVisionAVR[5]

Bascom

AVRAVR Studio

c

.

CPS3

CPS3

AVRc

FLASH

SRAM

eSTREAM

FLASH

CPS3eSTREAM

SalsaSRAM

CPS3eSTREAM

HC-128

1- proteos

FLASHCPS3eSTREAM

SRAMCPS3eSTREAM



CPS3

printf

eSTREAM[8]

CPS3

eSTREAMSalsa

AES

CPS3eSTREAM

C++

VC++

x0

NIST

2

2

proportion

FLASHCPS3

eSTREAMSalsa

SRAMCPS3

eSTREAMHC-128

SRAM

1- Proportion



FLASH

eStreamCPS3

AESSalsa

CPS3

eSTREAM

CPS3

.

CPS3

ATMEGA128

.

NIST

ATM

IT

FPGA

3. http://www.ATMEL.com/dyn/products/devices.asp?famil
y id=607#760

4. ATMEL, 8-
/16-bit RISC CPU, 2007,http://www.ATMEL.com/
products/SecureAVR/.

5. http://www.hpinfotech.com/
6. http://www.labcenter.co.uk/
7. Update 1, September 2, (2005),

eSTREAM , ECRYPT eSTREAM Cipher Project, Report
2005/057, 2005. http://www.ecrypt.eu.org/stream/-
papersdir/057.pdf

8. G. Meiser, T. Eisenbarth, et. Al. "Efficient
Implementation of eSTREM Ciphers on 8-bit AVR
Microcontrollers", Submission to ECRYPT, (2006).



3 Abstracts

Simulation and Implementation of a Self-Synchronous Stream
Cipher to Provide the National E-networks Security

M. Yazdanpanah1

B. Khadem2

The major objectives of Passive defense in IT, are to ensure sustainability and no unauthorized

access to the national secret information and also immunization activities to ensure the stability and

consistency in the E-networks of national management and control. One of the important concepts

to obtain these objectives is cryptography science. Since the stream ciphers have many capability in

on- line and high throughput data channel applications, many researches should be done to design

and implementation in this environment.

In this paper we study simulation and implementation of a word-based chaotic self- synchronous

stream cipher called CPS3 on a 8- bit microprocessor ATMEGA128 and compare it with some of

the eSTREAM . we conclude that CPS3 is as well designed as the recent stream ciphers

by performance and security.
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