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1- message sequence timing
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4- reordering
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6- back-off
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1- elimination
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3- detection
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5 Abstracts

Network Covert Channels: An Information Leakage Flow

M. Dehghani1

M. Saleh Esfahani2

Covert channel means communicating information through covering of open and authorized
channel in a manner that the existence of the channel is rendered hidden. Network covert channels
have many malicious and authorized applications which intend to hide communication. Network
covert channels are divided into two categories called Covert Storage and Covert Timing channels.
Covert channels have three performance evaluation criteria; capacity, robustness and stealth. Covert
channel countermeasure methods are elimination, limitation and detection of channel.
Use of covert channel is an appropriate solution for secure communication in networks for
passive defense applications. On the other hand, detection and countering unauthorized covert
channels is necessary to defend networks. This paper describes applications and taxonomy of covert
channels and presents performance evaluation criteria and countermeasure methods.
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