oS sfaid

P-YY g A o zr/db

A al odudige saJLils
SleMb! euds Lol slasl, 3 oS

SRS sy
¥ Sldo! Zlo dgomo

NN el s g b
VYO 15 pndy )b

oJ._QS%

gy clo LIS wiley citke bl 052y 45 (550 41 ansl jlme 5 IS8T JUIS U5y Linbay 5o oSl alolio jine &) oiubey JUIS
el JUS b o olais bl 63y o] ded yame 45 it bl b loxe dolio gl (gol; (sloo IS (sl ls &uds o
Lgl_le_.\lS )‘ 6)“))—”)—94‘ J_M:L)‘;A Jl_>l5 M 9 ué; Sg9dste ‘UQ)S ERCS J.AL.» Lbu] L\ d.l)l.a.n 6&&5) 9 Awd QS““’ML‘
L_g LLLM 9 ua.».?b...._: ).i:é S )‘ bé;u’do O 4&4.“.: )b ua‘ &_JUGL.A)‘ 6)‘).9)1 6‘): J.ALCJ».C ;)...9‘;).: WLAA )Lfo‘) ;.i: sw}:
i sibg s UK (suies; 5 o )5 cllan cpl jo ows) oo Al 4y (69,0 Al Sl els (6l jlore e gy slo JUI

00,5 o ool o] b ablie ogoi 5 o) cglolone 5 i

S5 o o ol el cledbl i o iidgs JULS dld0 Sl duds

Jsies 00ty -mdehghany @ihu.ac.ir (£) s plol galz olKiils - 138le 5 0] 5 - 550l (6,55 (geoiils )
msaleh@ihu.ac.ir (&) pms plol gol> olKiils - Gl 5 ledbl (g )5ld 0uSings, § 0uSisly ole Cin siae g Loliwl-Y



AN 5l o) oylos e JUo «Jols pud wly ozmig i — sole anbibaad

YA

L5 o latlogd plonl (ilisie 355k 4 Sl (S aile 2
TLaools 3,5 1y olojlo g 4 ailoyma b ol slyims 52
3 slaoly sl | soizos; Sy e 5 lix sl s
&l oas solizul ail, (sames, ol o ¥l wlosls ail) Sledlb
waseica |, SLedlbl g, 5 slaol, S sauarus daosls il
- e
osls ol (So5ud slaolliws Jsl b beosls zg,> 51 @
SISl (Sod ey by orl il plojle )5 &
el 0dus
Sl s el 5l s pSo e b bosls zg,> ST @
Lol 00l (I8l SISt g 5 gy (el el
acelite B9, 4 clojles ile pore Sledbl slyls ol 31 5T
W 8 alee LS o, ooyl b wigd ools cu B by
9y o] 4 sl o0 S | STl s, ool s
e atiS 5 elat] iy
Ao Sl 5590 sleosls 79,5 slp relee &5 pleel) 5l (S
5 olbls,l b o oledbl JLan! wnles oo solitul olojle
potie SugS (oAbg JUI bl g9 cul 4 fanl jlne SIS
o lme (bl U S by 50 5 Sledbl ogaeels Uil
5 Loa¥ L sl laased joeb ool adls 3529 (o)l 5k
Loosls (idigy e (sl vz i, G sy laJS5g
JUE L gl 6lm VAVY Jlw 3 Cpared ol 08551 S92 g4
[fleal oo,5 &l | Glall,) lapiomn o icbos

<yl Y

[F] cpaed ol oo 4l alisee Gy )b it JUIS (sl
ooliz) Sledbl Uil g1y a5 bls )l JUS G 1, sy JUIS
4 g oad (b bl Jlo)l sl & S5 55 4 (g 5o
L3 &jl5e leMa ol S8 )0 0l oo el 009 QT dgaie
Ly Wlgs oo a5 Cenl (b3, JUIS G ciisgy JUIS [OJIS
Cwlow 5145 (5956 4 05 oolawl Sledbl Loyl gl slojls
Sy gy JUI ]SS ) sl 5518 s i
L o3l g ledl Jlul jshaie 4 a8 el IS bLs | JULS
S oo osliinl ()T Wb slig 51 JUS L9315l b Sle ol b a5
By S ESORPE | KU I-E I S VT SV N LIV S Y I - P ey
Ctal Cslow 5l e Sy il o ST sy sla JULS
Deds 00ls aseis aSGl jaas Sledol Jlo )l g pives

2- data Exfilteration
3- taxonomy

4- cognitive

5- Social Engineering
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Overall Top Vulnerability Classes

B Cross-Site Scripting

B information Leakage

B content Spoofing
Cross-Site Request Forgery

B insufficient Authorization

B saL injection

B Predictable Resource Location

B Session Fixation

W erute Force

B HTTP Response Splitting

W Abuse of Functionality
Insufficient Authentication
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4- watermarking
5- covert Storage Channel
6- covert Timing Channel

1- trojan Horse
2- botnets
3- honeypot
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6- normalisation

7- header extensions
8- padding

9- timestamp

10- checksum

1- predictable
2- variable

3- substitution
4- erasures

5- passive
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5- synchronisation
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8- symbol
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1- message sequence timing
2- acknowledge

3- facket loss

4- reordering

5- frame collisions

6- back-off
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Network Covert Channels: An Information Leakage Flow

M. Dehghani'
M. Saleh Esfahani’

Abstract

Covert channel means communicating information through covering of open and authorized
channel in a manner that the existence of the channel is rendered hidden. Network covert channels
have many malicious and authorized applications which intend to hide communication. Network
covert channels are divided into two categories called Covert Storage and Covert Timing channels.
Covert channels have three performance evaluation criteria; capacity, robustness and stealth. Covert
channel countermeasure methods are elimination, limitation and detection of channel.

Use of covert channel is an appropriate solution for secure communication in networks for

passive defense applications. On the other hand, detection and countering unauthorized covert
channels is necessary to defend networks. This paper describes applications and taxonomy of covert
channels and presents performance evaluation criteria and countermeasure methods.

Key Words: Covert Channel, Information Leakage, Performance Evaluation Criteria, Traffic

Analysis
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