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Trust Management Security Challenges in Web Services

A. Karimi1

M. Saleh Esfahani2

M. R. Hasani Ahangar3

One of the advances made on distributed networks and web sites in the recent years is introducing

web services as independent software parameters. Web services are capable of being advertised,

placed in a location and utilized in the web site based on standards such as WSDL UDDI SOAP.

The ultimate aim of the web service technology is to enable the utilization of the web services'

capabilities in service-based organizations as independent elements. Therefore, a service-based web

provides an attractive sample and example for future interactions in a wide range of e-business to e-

science and even e-government. In this regard, considering different security aspects of web

services, the issue of trust management in the users' interactions with the service-based domains is

of special importance. In the systems which are based on trust and authentication, reliable

counterparts are used for information exchange and interactions. This matter causes the reduction of

destructive transmissions in the systems. Giving special attention to the security aspects of trust

management and its challenges can help us in improving and developing interactions and

development of e-business in the distributed networks. In this essay, while providing a general

introduction of the web services, the definition of the principles of trust and security in this domain

and the challenges they face are also provided.

Key Words: Trust Management, Authentication, Service-based Domains, Web Service, Security

1- Imam Hossein University, Instructor and Doctoral Candidate in Software Engineering (akarimy@ihu.ac.ir) - Writer in Charge
2- Imam Hossein University, Assistant Professor and Academic Member of the Faculty and Research Center of ICT (msaleh@ihu.ac.ir)
3- Imam Hossein University, Assistant Professor and Academic Member of the Faculty and Research Center of ICT (mahangar@ihu.ac.ir)


	2
	2.1

