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1- Fault

2- Error

3- Failure
4- Defect
5- Intrusion
6- Attack
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5- Compromise

6- Intrusion Tolerance
7- Recovery

8- Componentes

9- Integrity
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1- Intrusion Prevention
2- Fire Walls

3- Intrusion Detection
4- Intrusion Masking
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6- (COTS) Commercial Of The Shelf
7- Timing Check

1- Intrusion Containment

2- Durability

3- Intrusion Recovery

4- Scalable Intrusion- Tolerant Architecture for Distributed Services
5- Proxy Servers
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1- Attacker
2- Self Cleansing Intrusion Tolerance
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4- Malicious and Accidental Fault Tolerance for Internet Applications

5- Single Point of Failure

6- Group Communication Protocols Based on Generalized Adversary
Structure

7- Cryptographic Techniques

8- Data Fragmentation and Scatrring
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1- Tcleansing
2- N-total
3- Exposure Time
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Abstracts 5

Intrusion Tolerance, Modern Approach for

Software Systems Development

S. Bejani'
M. Abdollahi’

Abstract

Today, we see the effects of using software systems in speed and accuracy of processes. Every
intrusion in software systems, has irrevocable loss. The security traditional methods can not defend
against intrusions, and using intrusion tolerance techniques is necessary and acceptable. For
software intrusion tolerance, security traditional approach and fault tolerant techniques are useful.
Using intrusion tolerant techniques are means that provide continuity of predicted software system
services even at the presence of intrusion.

Determining the effective parameters in intrusion tolerance and the scope of impacts of each of
these parameters are considered an effective step towards producing software systems which are not
accessible to designers.

In this paper, we exploit intrusion tolerant software systems architecture as SCIT, MAFTIA, SITAR
and their components. Our methods exploit intrusion tolerant components that are useful for
software developers.

Key Words: Intrusion, Intrusion Tolerance, Intrusion Tolerance Software Systems, Conventional

Security Methods
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