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4- eXtensible Access Control Markup Language
5- Automatic Trust Negotiation
6- Credentials

1- Discretionary Access Control (DAC)
2- Mandatory Access Control (MAC)
3- Role Based Access Control (RBAC)
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1- Trust Establishment (TE) Systems
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4- Deny
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6- Not Applicable
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</AttributeValue></Attribute>

<Attribute AttributeId="National_Code">

10. <AttributeValue>

11. <ALESIdentityAssertion>True</ALESIdentityAssertion>
12. </Attributevalue></Attribute>

13. <Attribute AttributeId="Abuse_History">

14. <AttributeValue>

1. <Rule RuleId="2" Effect="Permit">
2. <Target>

3. <Subjects>

4. <Subject>

5. <Attribute AttributeId="subject-id">
6. <AttributeValue>

7.

8.

9.

15. <ALESIdentityAssertion>False</ALESIdentityAssertion>

16. </AttributeValue></Attribute>

17. <Attribute AttributeId="Tax_Pay">

18. <AttributeValue>

19. <ALESIdentityAssertion>True</ALESIdentityAssertion>
20. </AttributeValue></Attribute></Subject>

21. <Subject>

22. <Attribute AttributeId="subject-id">

23. <AttributeValue>

<ALESIdentityAssertion>Professor</ALESIdentityAssertion>

24. <ALESIdentityAssertion>Lecturer</ALESIdentityAssertion>

25. </AttributeValue></Attribute>

26. <Attribute AttributeId="National_Code">

27. <AttributeValue>

28. <ALESIdentityAssertion>True</ALESIdentityAssertion>
29. </AttributeValue></Attribute>

30. <Attribute AttributeId="Tax_Pay">

31. <AttributeValue>

32. <ALESIdentityAssertion>True</ALESIdentityAssertion>
33. </AttributeValue></Attribute>

34. <Attribute AttributeId="High-Risk Driving">

35. <AttributeValue>

36. <ALESIdentityAssertion>False</ALESIdentityAssertion>

37. </AttributeValue></Attribute></Subject></Subjects>
38. <Resources>

39. <Resource> Grades </Resource>

40. <Resource> Records </Resource></Resources>

41. <Actions>

42. <Action> Change </Action>

43. <Action> Read </Action></Actions></Target></Rule>

1- Trust Negotiation-Based Access Control Model
2- Negotiation and Inquiry Policy (NIP)
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2- Trust-Negotiation & Inquiry Engine

1- Data type
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. <? XML version="1.0" encoding="utf-8"?>
. <NegotiationInquiryPolicySet>
. <Attributes>

. <TAICList>

ONOUVIAWNE

9. <Methods>

10. <Method id="Has_Absuse_History">

11. <Parameters>

12. <Parameter AttributeId=" Absuse_History "/>

14. <Method id="IsNationality">
15. <Parameters>
16. <Parameter AttributeId="National_Code"/>

18. <AttributeInquiryPolicies>

20. <Step stepId="0">
21. <statement id="direct">

23. </statement></Step>
24. <Step stepId="1">
25. <statement id="each">

31. <Step stepId="0">
32. <statement id="each">

. <AttributeInquiryPolicy id="National_Code" dataType="string"/>
<AttributeInquiryPolicy id="Nationality" dataType="string"/>
<AttributeInquiryPolicy id="Absuse_History" dataType="bool"/></Attributes>

. <TAIC id="Judiciary" ServiceUrl="http://localhost:20222/3S.asmx" caption="a,las 0ss">

13. <Parameter AttributeId="National_Code"/></Parameters></Method>

17. <Parameter AttributeId="Nationality"/></Parameters></Method></Methods></TAIC></TAICList>

19. <AttributeInquiryPolicy attributeId="National_Code">

22. <condition TAICid="RegistrationOrganization" MethodId="IsTrustedNationalCode"/>

26. <condition TAICid="PoliceForce" MethodId="IsTrustedNationalCode"/>

27. <condition TAICid="TrafficPolice" MethodId="IsTrustedNationalCode"/>

28. <condition TAICid="HigherEducationOrganization" MethodId="IsTrustedNationalCode"/>
29. </statement></Step></AttributeInquiryPolicy>

30. <AttributeInquiryPolicy attributeId=" Absuse_History ">

33. <condition TAICid="3Judiciary" MethodId="Has_Absuse_History "/>
34. <condition TAICid="PoliceForce" MethodId="Has_Absuse_History "/>
35. </statement></Step></AttributeInquiryPolicy></AttributeInquiryPolicies></NegotiationInquiryPolicySet>

1- Single Point of Failure 2- Online
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Abstracts 1

TACM: A Trust Negotiation Based Access Control
Model to The Organization’s Critical Data
Using Passive Defense Approach

A. Karimi'
M. Saleh Esfahani’
M. R. Hasani Ahangar3
B. Alizadeh*

Abstract

In broad cross-organization environments, establishing trust among distributed services, has become
a basic need. Access control and provision of data security, are notable challenges in these
environments. Due to different security policies in inter-organizational environment, traditional
access control mechanisms are often unable to satisfy users’ security requirements. Trust
negotiation is a crucial and promising approach in trust establishment and secure interactions
between entities for which there is no pre-existing knowledge or experience.

In this paper, a new access control model with passive defense approach based on trust negotiation
mechanisms with XACML standard architecture to overcome aforementioned challenges is
proposed. The model can overcome aforementioned challenges by obtaining necessary level of trust
for users before processing their requests to access designated resources. Performance and
flexibility of our model show that its applicability is more convenient for development of e-

interactions over the internet.
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