
XACML

XACML

akarimi@ihu.ac.ir

msaleh@ihu.ac.ir

mrhassani@iust.ac.ir



DACMAC

RBAC

1- Discretionary Access Control (DAC)
2- Mandatory Access Control (MAC)
3- Role Based Access Control (RBAC)

XACML

4- eXtensible Access Control Markup Language
5- Automatic Trust Negotiation
6- Credentials



XACML

1- Trust Establishment (TE) Systems

XACML

XACML

XML

XACML



OASIS

XACML

Policy

XML

XACML

PAP

Policy Administration Point

PDP

PEP
Policy Enforcement Point

PDP
Policy Decision Point

PIP
Policy Information Point

Context
Handler
(CH)

XACML

XACML

Obligations

PEP

1- components

XML

OASIS

PEP

PEP

PDP

PAPPDP

PDP

PIP

PDP

PDP

PEP

PEPPEP

2- Request/ Response
3- Permit
4- Deny
5- Indeterminate
6- Not Applicable
7- Format



TACM

PAPPIP

PAP

PDP

NIP

PAP

1- Trust Negotiation-Based Access Control Model
2- Negotiation and Inquiry Policy (NIP)



Rule

PAP

1- Data type

PIP

XACML

PIP

2- Trust-Negotiation & Inquiry Engine

(Attribute
Based)

PDP



PIP

PIP

PAP

PIP

PIP

PIP

PIP

PDP

PDP

PDP

PEP

NIP

1- Single Point of Failure 2- Online



XACML

XACML

.

TACM

XACML

XACML

PAPPIP

XACML

XACML

PIP

1- Proxy Techniques
2- Applicable



1. Ahmed A. and Zhang N.,
context-risk-aware access control in pervasive
computing
127-137, (2009).

2. Jianxin L., Xudong L., Lu L., Dazhi S. and Bo L.,
-organizational trust relationship

based on a hybrid negotiation tree
+Business Media, (2011).

3. He J., Ma S. and Zhao B., -based
Access Control Using Game Theory
Journal of Multimedia & Ubiquitous Engineering, Vol.
8, NO. 4, pp. 15-24, (2013).

4. Snyder L., -Based
Protection Systems
No. 3, pp. 172-181, (1981).

5. Bell D. E. and LaPadula L.,
A Mathematical Model
MA, (1973).

6. Sandhu R. S., Coyne E. J., Feinstein H. L. and Youman
C. E., -based Access Control Models
Vol. 29, No. 2, (1996).

7. Haidar D. A., Boulahia N. C., Cuppens F. and Debar H.,
s negotiation framework using

XACML -Verlag,
(2008).

8. Winsborough W. H., and Li N.,
automated trust negotiation
international workshop on policies for distributed
systems and networks (POLICY
USA, (2002).

9. Winsborough W. H., Kent E. S. and Vicki E. J.,

Survivability Conference and Exposition, Hilton Head,
SC, Vol. 1, pp. 88-102, (2000).

10. Tatyana R., Li Z., Clifford N., Travis L. and Kent E. S.,

SACMAT, (2005).
11. Trevor J.,

Certified Evaluation
and Privacy, Oakland, CA, (2001).

12. Adam J. L., Winslett M. and Kenneth J. P.,

Negotiation
Information Processing, (2009).

13. Abhinav G.,
Architecture to Decouple Authorization Decisions from
Enterprise Applications
(2012).

14. Liu A. X., Chen F., Hwang J. and Xie T.,
Fast and Scalable XACML Policy Evaluation Engine
ACM, (2008).

15. Kuyoro S. O., Ibikunle F. and Awodele O.,
Computing Security Issues and Challenges
Nigeria, Vol. 9, (2011).



Abstracts 1

TACM: A Trust Negotiation Based Access Control
Model to The Organization s Critical Data

Using Passive Defense Approach

A. Karimi1

M. Saleh Esfahani2

M. R. Hasani Ahangar3

B. Alizadeh4

In broad cross-organization environments, establishing trust among distributed services, has become

a basic need. Access control and provision of data security, are notable challenges in these

environments. Due to different security policies in inter-organizational environment, traditional

access control mechanisms are often unable to satisfy users

negotiation is a crucial and promising approach in trust establishment and secure interactions

between entities for which there is no pre-existing knowledge or experience.

In this paper, a new access control model with passive defense approach based on trust negotiation

mechanisms with XACML standard architecture to overcome aforementioned challenges is

proposed. The model can overcome aforementioned challenges by obtaining necessary level of trust

for users before processing their requests to access designated resources. Performance and

flexibility of our model show that its applicability is more convenient for development of e-

interactions over the internet.
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