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1—Laser Listening

2— Eavesdropping System
3— Léon Theremin

4— Buran

5— Infrared Beam

6— Laser Beam
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5— Photodetector
6— Uncooled Detector
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1— Power Source
2— Optical Cavity
3— Delivery System
4— Continuos Wave
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2— Sound Vibrations

1- Anti-eavesdropping Window Structure
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1— Multilayer Interference Transmittance Filter
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1- Anti Reflection Coatings
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Passive Countermeasure Methods with Laser Listening

S. A. Vaziri'
H. Marandi’
J. Khalilzadeh?®

Abstract

Laser listening system is known as one of the advanced techniques use to eavesdrop on
conversations in the room from outside the window. In this system, the laser beam utilize for
detect of vibrations occurring on the surface of a distant target (window). In the laser listening
systems, use a laser beam of non-visible wavelength band. In this Article, different methods of
passive countermeasure with laser listening are studied. For passive countermeasure with laser
listening, use the various electronic and physical methods. Physical methods of passive
countermeasure are more variety and low costs than electronic methods. The physical methods
are infrared interference filters, anti-reflection coatings in infrared range, infrared-absorbing
compounds used in the glass and etc. Due to advances in technology and the possibility of
Eliminate noises, electronic countermeasure methods are not sufficient. But physical methods,
due to features such as keeping the glass transparency, cost-effectiveness and simplicity are
attention.

Key Words: eavesdropping, laser listening, near infrared, passive countermeasure, physical

methods
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