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5 -Autonomy
6 -Intrusion prevention system
7 -Zombie

1 -Agent Based Modeling and Simulation
2 -Denial of Service attack

3 -Smurf

4 -ping
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6- Interaction Environment
7- Interaction Topology

1- Behavior

2- Perception

3- Cooperation

4- Associated Agent
5- Intelligent
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3 - ICMP Echo Request

1 -Crash
2 -Smurf


http://fa.wikipedia.org/wiki/%D9%88%D8%A8_%D8%B3%D8%A7%DB%8C%D8%AA
http://fa.wikipedia.org/wiki/%D9%88%D8%A8_%D8%B3%D8%A7%DB%8C%D8%AA
http://fa.wikipedia.org/wiki/%D8%B3%D8%B1%D9%88%DB%8C%D8%B3_%D9%87%D8%A7

AY ol (Saba e jlesliul b elis o gl slaasbolu ;o (6 pmlo DM (S8l 5 [ mals sly (Lol

WS e gatnine |y cas 1o )l i slass

ORI g gy (59094 ©
bl )d (Bilon Jorive oaims g &5 oloj 5l 68
! 099y

_ 1 T(n)
P=rlo B® ®

OUIBS gy (3053 Jgiides i LiS i B(Y) ol yo oS
Soserte B) (somn ) s loj (elie 5 ol (Lo a2y 5o
5\.»5‘54 UaM |) ORIy g g

aloluw o (b pdioo Sl (1 leo @

L=Ly+p ®

Lyls o bable gbcarsy oadslo glaalal, b gilae 13
sl Ceoglio i U 00,5 o @)l 5 i5lo (g 3lwand alies
D9t pord Syge )3 9955 18 2hy)l 9 9e Slex ply e
Dol oo Sloyiem b g aehiss ol
b o gla,ls ¥
Sl iosh acgeme 5l > i 1o aliz las dols 4y 4z g L
Cods gie Do Jolis Budod Olegoge b lagye 48,5 & s
a5l e g ablis sla ol 5 Lol o Do o S 5

2,8 oo )l ale e g3l

ool 5 Soly (Byme b DN Slims 5 ook (ragsy o

ol 5 o0 hae "ol S8 5 auile b slats, (ol b b e
e Sldes g Oz () Ttee (eiZred talodd duglio
e Sl Dol golows e sl oals 7l nesol
o an Lol calid o)l (o clbs & azgi b g onds

ol ooy &l ol cesly

alex slsulogou [N Y] il Lan 5 olis s lss allis jo

ales ol 05U 5 VOIP AL jo oles Cenlss jo slol
Sl b GralosT ol s Bebo el 0 (gusy 2 SIPT 95 (59,
Ol anly e a8l g 03l B ye e cdlam ¢y
Syl 6,18 laaias slass Jiali8l 4y e 595 ouijlo B yae
aslol )0 e 90,5 o Candd (5, 85 0 Coddse alS g
alols ks“)i‘t’ Las o..\.«i':djb‘ o> ais 6‘)% il d)lfo‘)

4 - Botnet
5 - Voice over Internet Protocol
6 - Session Initiation Protocol
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1- Exponential
2- Normal
3-Triangular
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4- Advanced Metering Infrastructure (AMI)

1- Jeffrey Distance (JD)

2- Hellinger Distance (HD)
3- Extensible Authentication Protocol
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A Solution to Reduce the Traffic Load of Cyber Attacks in
Security and Defense Systems Using Interactive Distribution

M. Abbasi®, S. Keshvari, M. R. Hasani Ahangar

Abstract

With the increase in using cyber space in organizations, cyber-attacks specially DDOS attacks by
malware and intruders have increased. According to limits that do not allow the terms of a cyber
attack to be created in organizations, in addition to providing information about systems at the time
of the attack, using simulation provides the possibility of a wide variety of attacks with different
sizes. Agent-based modeling and simulation is a method for simulating systems comprised of
different agents. In this article, in addition to describing the concepts and features of the agent-
based modeling and simulation and DDOS attack, the necessary conditions to examine the various
scenarios of distributed interactive and non-interactive cyber attack and defense and evaluation of
its performance is provided. The results show that the Defense Distributed Interactive has a better
performance than non-interactive mode and the load at the time of the attack is reduced to an
average of 15 percent. This reduction of traffic load is due to interaction of defence agents with
each other that subsequently increases the defense capability of agents when the attack occurs.

Key Words: Simulation, Agent Based, Cyber Attack, DDOS, Cyber Security, Defense Distributed
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