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Industrial Control Systems (ICS) in the gas industry, as a part of the
critical infrastructure of countries, are facing increasing cyber threats.
These threats have created serious challenges due to the strategic
importance of the gas industry in the national economy and security, as
well as the very key role of industrial control systems in the gas
industry. This research has been conducted with the aim of identifying
and analyzing cyber vulnerabilities in the industrial control systems of
the gas industry and presenting a systemic model to counter these
threats. The research method is mixed (quantitative-qualitative), and
the necessary data has been collected through field studies, in-depth
interviews with experts, specialized questionnaires, and document
analysis. The research results show that the main vulnerabilities
include a lack of integration in the security architecture, the use of
outdated systems, weakness in access management, and deficiencies in
employee training. The proposed systemic model includes five
protective layers (developed defense-in-depth) that, with an emphasis
on a preventive and rapid response approach, can be implemented in
the specific conditions of gas infrastructures.
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Introduction

Industrial Control Systems (ICS) are foundational to the operation of critical national infrastructures. In
Iran, the gas industry is of high strategic importance to the national economy and security, and it relies
heavily on ICS and SCADA systems for process management and monitoring. However, the increasing
integration of these systems with digital technologies has exposed them to a growing wave of
sophisticated cyber threats. High-profile global attacks such as Stuxnet, Triton, and the Colonial Pipeline
incident have demonstrated that these operational technology (OT) environments are no longer immune
to cyberattacks, which can lead to severe economic, social, and security consequences.
While numerous studies have addressed ICS security, a significant research gap exists. Most existing
literature focuses on the context of developed nations and often concentrates narrowly on technical
vulnerabilities. These studies frequently overlook the unique challenges faced by industries in countries
like Iran, such as international sanctions that impede technology updates, the prevalence of legacy
systems, and specific organizational and human factors. Consequently, there is a pressing need for a
comprehensive and systemic model tailored to this specific context. This study aims to identify, analyze,
and prioritize the primary cyber threats and vulnerabilities within the control systems of Iran's gas
industry and to propose a holistic, multi-layered systemic model for mitigating them.
Methodology

This research employed a descriptive-analytical design with a mixed-method (qualitative-quantitative)
approach, conducted between March 2024 and March 2025. The data collection process was multi-
faceted to ensure a comprehensive understanding of the subject matter:
1. Literature and Document Review: An extensive review of academic papers, industry reports, and
technical documents related to ICS cybersecurity in the oil and gas sector was performed.
2. Expert Interviews: Semi-structured, in-depth interviews were conducted with a purposefully selected
group of 22 senior managers, cybersecurity specialists, and IT/OT experts from the Iranian gas industry.
3. Specialized Questionnaire: A custom questionnaire was developed and administered to a sample of
197 industry professionals, selected through stratified random sampling. The questionnaire contained 52
questions covering threat assessment, vulnerability evaluation, and potential countermeasures.
4. Technical Assessments: Vulnerability assessments were performed using standard frameworks like
NIST SP 800-82 and ICS-CERT guidelines, alongside simulated cyberattack exercises in a laboratory
environment to validate findings.
Data analysis was conducted using a combination of tools and techniques. Qualitative data from
interviews were analyzed using content analysis in MAXQDA software. Quantitative data from the
questionnaires were analyzed statistically using SPSS and AMOS, with the Friedman test applied for
ranking threats. The final systemic model was designed using Interpretive Structural Modeling (ISM)
and Structural Equation Modeling (SEM) and subsequently validated through a Delphi method involving
18 independent experts.

Results and Discussion

The research yielded significant findings in three main areas: threat identification, vulnerability analysis,

and the development of a countermeasure model.
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Cyber Threats:

The analysis identified and ranked six primary categories of cyber threats. "Targeted state-sponsored
attacks" (e.g., Advanced Persistent Threats, supply chain attacks) were ranked as the most severe threat,
with a mean severity score of 4.79 out of 5. This was followed by "Network-based attacks" (e.g., DDoS,
sniffing) at 4.36 and "Insider threats" (malicious or unintentional) at 4.15. Notably, the study highlighted
the rise of "Al-based attacks" as an emerging and increasingly sophisticated threat category.

Cyber Vulnerabilities:

The most critical vulnerability identified was the "Lack of proper segmentation between IT and OT
networks," which was reported in 22.7% of cases and received the highest risk score (4.87 out of 5).
Other significant vulnerabilities included the use of insecure or unencrypted communication protocols,
the prevalence of unpatched legacy systems, and weak access control management. Furthermore, the
research noted a concerning 52% increase in vulnerabilities associated with the Industrial Internet of
Things (IIoT), indicating a rapidly expanding attack surface.

The Proposed Systemic Model:

The primary outcome of this study is a comprehensive, five-layered systemic model titled "Enhanced
Defense in Depth." This model is designed to be proactive and resilient, addressing the full spectrum of
security challenges. The five layers are:

1. Governance and Strategy: Establishes the foundational security policies, standards, and risk
management framework.

2. Technical and Infrastructure: Focuses on technical controls like network segmentation, encryption,
and access control.

3. Operational and Process: Manages security through processes like incident response, change
management, and continuous monitoring.

4. Human and Cultural: Addresses the human element through targeted training, awareness campaigns,
and fostering a security-centric culture.

5. Collaboration and Coordination: Promotes the sharing of threat intelligence and coordinated response
with national CERTs and industry partners.

This model enhances the traditional defense-in-depth approach by formally integrating the strategic
governance and external collaboration dimensions. The findings provide a clear roadmap of priority
actions, with "Implementing a secure architecture with IT/OT segmentation" identified as the most

effective technical action (effectiveness score: 4.94 out of 5).
Conclusion

This research provides a detailed and contextualized analysis of the cyber risk landscape facing Iran's gas
industry. Its main contribution is the development and validation of the "Enhanced Defense in Depth”
model—a novel, practical, and multi-layered framework for systematically mitigating cyber threats. The
model is specifically designed to be implementable within the unique operational realities and constraints

of the industry.



Passive Defence/ 2026/ Vol.16/ No.4 38

Implications and Recommendations:
The study's findings offer actionable insights for industry leaders and policymakers. It is recommended
that decision-makers:
e Adopt and strategically implement the five-layered model as the core of their cybersecurity
program.
e Prioritize immediate investment in critical actions, particularly IT/OT network segmentation,
specialized staff training, and developing a formal incident response plan.
o Foster a culture of security awareness and promote active collaboration with national security
bodies and industry peers.
Limitations and Future Work:
The study was constrained by security-related access limitations to live systems and the confidentiality of
certain data. For future research, a longitudinal study (3-5 years) is recommended to measure the long-
term effectiveness of the proposed model in a real-world environment. Further investigation into the
impact of Al on both threats and defenses, as well as a cost-benefit analysis of the proposed security

controls, would also provide significant value.
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Analyzing cyber threats and vulnerabilities in Iran's gas industrial control systems and presenting a countermeasure system
model

Assistant Professor, Imam Hossein Comprehensive University, Tehran, Iran (Corresponding Author)

Abstract

Industrial Control Systems (ICS) in the gas industry, as a part of the critical infrastructure of countries, are facing increasing
cyber threats. These threats have created serious challenges due to the strategic importance of the gas industry in the national
economy and security, as well as the very key role of industrial control systems in the gas industry. This research has been
conducted with the aim of identifying and analyzing cyber vulnerabilities in the industrial control systems of the gas industry
and presenting a systemic model to counter these threats. The research method is mixed (quantitative-qualitative), and the
necessary data has been collected through field studies, in-depth interviews with experts, specialized questionnaires, and
document analysis. The research results show that the main vulnerabilities include a lack of integration in the security
architecture, the use of outdated systems, weakness in access management, and deficiencies in employee training. The proposed
systemic model includes five protective layers (developed defense-in-depth) that, with an emphasis on a preventive and rapid
response approach, can be implemented in the specific conditions of gas infrastructures.
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Cybersecurity,industrial control systems, gas industry, defense in depth, system model, critical infrastructure.
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