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Steganography of a text across multiple images enhances security and
prevents attackers from accessing the hidden message; moreover,
generating multiple images with artificial intelligence also facilitates
the availability of images for embedding each segment of the hidden
text. This paper introduces a steganography system based on
Generative Adversarial Networks that uses a three-component
Encoder-Decoder-Discriminator architecture, the encoder extracts
messages from steganographic images, and the CIFAR-10 dataset is
employed for evaluation. This general method of “Generator and
Encoder” combines a cross-entropy adversarial loss to fool the
discriminator and a message loss to recover the message with the aid
of the encoder. The main objective is to reduce the visible alterations
in steganographic images compared to the original (Real) images and
to enhance the recoverability of the message by the encoder, along
with qualitative and quantitative evaluations such as SNR and
BCE/MSE for message recovery. Experimental results show that, with
proper hyperparameter tuning, messages can be embedded in images
with minimal noise, and the message recovery exhibits low error and a
desirable SNR. In the proposed method, at epoch 50, the SNR is
approximately 34.9 dB. In this case, Loss D is approximately 0.7 and
Loss_G is approximately 1.2, which are suitable values for cross-
entropy. The value of LossMsgLossMsg is approximately 0.03, which
is considered excellent. It should be noted that the implementation in
this article was performed using Python.
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Introduction

Steganography, the art and science of concealing information within suitable carriers, has witnessed a
transformative evolution through the integration of deep generative models, particularly Generative
Adversarial Networks (GANs). Traditional steganographic approaches, such as Least Significant Bit
(LSB) substitution or Discrete Cosine Transform (DCT)-based embedding, often suffer from
detectability under statistical analysis and limited robustness against modern steganalytic attacks. In
response, the fusion of artificial intelligence and information hiding has opened new frontiers in secure
and imperceptible data embedding. GANs, with their inherent capacity to generate high-fidelity synthetic
data, present a compelling framework for steganography by enabling the creation of cover images that
are statistically indistinguishable from natural ones. However, conventional GAN-based steganography
typically focuses solely on adversarial image generation, often neglecting the explicit optimization of
message recovery fidelity. To address this gap, this study proposes a novel Encoder-Generator-
Discriminator (EGD) architecture that synergistically combines the generative power of GANs with the
precise message reconstruction capability of a dedicated encoder. By embedding secret messages into
Al-generated images and simultaneously training a decoder (encoder) to retrieve them with minimal
distortion, this approach achieves a dual objective: «high visual fidelity and reliable message extraction».
The system is evaluated on the CIFAR-10 dataset, a benchmark for real-world image complexity,
ensuring relevance to practical deployment scenarios.

Research Objectives and Questions

This research is driven by three core objectives:

1. To design and implement a three-component EGD framework where the Generator embeds a
binary message into digital images, the Discriminator ensures visual realism by distinguishing
generated images from real ones, and the Encoder reliably extracts the hidden message.

2. To minimize perceptual distortion in stego-images, quantified by Signal-to-Noise Ratio (SNR)
and Mean Squared Error (MSE), while maximizing message recovery accuracy, measured via
Binary Cross-Entropy (BCE) loss between original and extracted messages.

3. To establish empirical evidence that explicit encoder integration within GAN-based
steganography significantly improves message retrieval performance compared to encoder-free
alternatives.

These objectives give rise to the following research questions:

e RQI: Can a GAN-based system with an integrated encoder achieve both high visual quality
(SNR > 30 dB) and low message reconstruction error (LossMsg < 0.05)?

e RQ2: How do adversarial losses (LossG and LossD) and message loss (LossMsg) co-evolve
during training, and what hyperparameter configurations yield stable convergence?

e RQ3: How does the proposed EGD method compare quantitatively against classical
steganographic techniques and recent GAN-based alternatives in terms of SNR and message
recovery fidelity?

Methodology

The proposed EGD architecture comprises three neural modules trained in an end-to-end adversarial-
cooperative framework:
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e The Generator (G) receives a concatenated input of a 128-dimensional latent noise vector z and a
binary message m (e.g., 40-bit "HELLO" string), and outputs a 32x32x3 RGB stego-image using
transposed convolutions, BatchNorm, ReLU activations, and a final tanh layer for pixel
normalization.

e The Discriminator (D), structured as a deep convolutional network with LeakyReLU and
BatchNorm, assigns a realism probability to images, trained via BCEWithLogitsLoss to
distinguish between original CIFAR-10 images and G-generated stego-images.

e The Encoder (E), mirroring the Discriminator’s downsampling path, processes stego-images
through four convolutional stages to reconstruct the embedded message, optimizing a BCE
message loss (LossMsg) between m and its estimate 1.

The total objective function combines:

e Adversarial loss: £,4, = L; + Lp(cross-entropy formulation),

e Message loss: Ly, = BCE(m, m).

Training proceeds for 50 epochs on CIFAR-10 (batch size = 64), with simultaneous updates to G, D, and
E.

Performance is evaluated using SNR, MSE, and LossMsg, alongside qualitative inspection of real vs.
stego-image pairs.

Findings

Experimental results confirm the efficacy of the EGD framework:

¢ Under optimal conditions (embedding a single bit per image), the system achieves SNR ~ 34.9
dB at epoch 50, indicating near-imperceptible distortion.

e The adversarial losses stabilize at LossD =~ 0.7 and LossG ~ 1.2, reflecting equilibrium between
Generator and Discriminator, critical for GAN stability.

e Most notably, LossMsg converges to 0.03, an “excellent” value denoting high message retrieval
accuracy (=97% bit correctness).

e In contrast, embedding a 40-bit message into 32x32 images yields lower SNR (=1 to —7 dB) due
to capacity limitations, highlighting the trade-off between payload and imperceptibility.

e Comparative analysis (Table 9) shows that while classical DCT-based methods achieve slightly
higher SNR (36.8 dB), they lack the adaptive, learning-based robustness and message recovery
precision of EGD, which outperforms prior GAN-steganography works in LossMsg (0.03 vs.
0.07-0.15 in references [8]—[11]).

Discussion

The EGD architecture successfully decouples steganographic requirements into specialized modules: the
Generator handles embedding realism, the Discriminator enforces statistical indistinguishability, and the
Encoder guarantees message fidelity. This modularity addresses a key limitation of prior
GAN-steganography systems, where message recovery was often treated as a byproduct rather than a
primary objective. The low LossMsg demonstrates that explicit encoder training is pivotal for reliable
extraction; a finding with significant implications for secure communications where message integrity is
non-negotiable. However, the negative SNR observed with larger payloads underscores a fundamental
constraint: «embedding capacity vs. visual quality». Future work should explore attention mechanisms
(e.g., as in [10]) to embed messages selectively in perceptually redundant image regions, or adopt larger
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input resolutions (e.g., 128x128) to increase payload capacity. Additionally, the use of Wasserstein GAN
with Gradient Penalty (WGAN-GP) could further stabilize training and mitigate mode collapse,
especially beyond 50 epochs.

Conclusions and Implications

This study demonstrates that integrating an Encoder into the GAN framework for image steganography
yields a robust, end-to-end system that excels in both visual quality and message recovery. The EGD
architecture not only achieves state-of-the-art message reconstruction accuracy (LossMsg = 0.03) but
also maintains competitive SNR (34.9 dB) under constrained payload conditions. These results validate
the hypothesis that explicit optimization of message retrieval is essential for practical steganographic
applications. From a broader perspective, this work contributes to the emerging field of Al-driven secure
communications, offering a template for embedding structured data into synthetic media with high
integrity. For real-world deployment, the approach could be extended to video steganography,
multi-modal carriers, or federated learning settings where privacy-preserving data sharing is paramount.
Ultimately, the EGD paradigm represents a significant step toward smart, adaptive, and resilient
information hiding in an era of increasingly sophisticated adversarial analysis.
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[] Message Loss (LossMsg) Over 50 Epochs — Ideal Training
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