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llam City

The concentration and density of population, capital, centers, and
various facilities in cities, while having various economic, social,
political, and environmental effects and consequences, has turned them
into strategic targets in war and terrorist military attacks from a
defense and security perspective. The experience of past wars confirms
that vital centers and facilities in cities, especially vital water
infrastructure, are among the primary targets that are attacked;
however, passive defense includes a set of defense-security principles
and considerations, the observance of which can significantly
contribute to the stability and survival of the system. In the city of
Ilam, due to the border location, specific topographic conditions, and
risk from natural disasters and human threats, the need to pay attention
to passive defense to reduce the vulnerability of this infrastructure is
felt more than ever. The study method in this research is descriptive-
analytical and aims to evaluate the considerations of passive defense
indicators and principles in urban water infrastructure. The data
collection method was based on library and documentary studies,
questionnaires, and interviews with experts in the field of passive
defense and urban management. For data analysis, it was examined
and evaluated using fuzzy DEMATEL analysis, and important factors
were identified and classified. The results of the research are expected
to show that a significant portion of Ilam's critical infrastructure has
weaknesses in location, dispersion, and lack of retrofit plans based on
passive principles. In conclusion, the research findings indicate that the
location factor (B1) and decentralization and miniaturization (B10) are
of great importance, while the deception factor (BS8) is of very little
importance in the discussion of urban water supply facilities from the
perspective of passive defense.
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Introduction

In the present era, cities are considered the most important human settlements, thus experiencing high
concentrations of population, capital, centers, and facilities. Such concentration and density, while
producing diverse economic, social, political, and environmental consequences, also turn them into
strategic targets in wars and military-terrorist attacks. The present age is one of urban vulnerability, as
the complexity of urban life exposes cities to natural hazards, technological crises, and socio-security
challenges. Neglecting this issue, i.e., the disruption of key urban centers and critical facilities, as the
heart of any system, can destabilize urban systems and cause various difficulties in human societies.

In fact, not paying attention to this issue means that the failure of city centers and important and vital
facilities, as the heart of every system, will lead to the disruption of the balance of urban systems and the
emergence of various difficulties in the life of human societies. It will also face serious challenges and
crises in the control and continuity of conditions due to the failure of important decision-making centers
and the destruction of the basic vital requirements of the society living in space.

Among infrastructures, urban water is of greater importance due to the constant need of citizens and
industries. Key assets include systems and components, whether physical or intangible, that are essential
to a society and any disruption in their services could have a serious impact on security, economic well-
being, public health or safety, or a combination of these. Therefore, characterizing and assessing threats
and vulnerabilities in key assets is a framework for analyzing and managing risks associated with

potential attacks against critical infrastructures, including urban water.
Results and Discussion

The data collection method in the present study is descriptive-analytical based on library studies.

The necessary information in this research was collected qualitatively using library studies and also by
completing a checklist and then used to perform calculations according to the opinions of experts in the
field of passive defense and water supply systems and according to the table provided in the fuzzy
DEMATEL method to convert qualitative information into quantity. In this research, it was collected and
analyzed based on the opinions of professors and experts.

Urban water supply facilities are divided into collection and storage, treatment plants, water reservoirs,
and distribution networks. The collection network includes canals, rivers, dams, and treatment plants.
The distribution network consists of reservoirs, pumps, pipes, and connections. Using fuzzy DEMATEL

and expert-defined scoring tables, values of R+C, Ri, Ci, and R-C were determined.
Conclusion

Among the nine urban infrastructures, water infrastructure has a special importance and position due to
the basic and urgent need of citizens and urban centers and facilities for it. In this research, the most

important terrorist threats that can damage water infrastructure elements were examined. In total, many
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threats were identified as damaging threats to water infrastructure elements in the three sectors of supply,
treatment and distribution.

The research findings indicate that the urban water supply network was examined and evaluated from the
perspective of passive defense using the fuzzy DEMATEL method, and important factors were identified
and classified. The results of this research are as follows:

1) The final results obtained from the fuzzy DEMATEL method in this study show that the location
factor (B1) and decentralization and miniaturization (B10) are very important.

2) Also, according to the results obtained, the deception factor (B8) of the discussion of urban water

supply facilities from the perspective of passive defense is very low in importance.
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