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The structure and inherent quality of contemporary power systems
have undergone significant changes due to the exponential increase in
the penetration of renewable resources. Today's power systems face
new technical barriers due to the utilization of power electronics-based
distributed generation resources and the challenges in ensuring their
secure operation. In addition to increased unpredictability and
variability, the rising share of renewable resources in power generation
has also led to a reduction in the rotational inertia of power systems.
Nowadays, extreme weather events impose staggering economic and
social costs on human societies. Despite the low probability of
occurrence of such events, their considerable intensity and impact on
the secure operation of power systems have drawn widespread
attention toward enhancing network resilience. Mobile energy storage
systems can improve grid resilience and security against events such as
power outages, load fluctuations, equipment failures, and other
unforeseen incidents in the power network. With their mobility
capability, these systems can be rapidly deployed at required locations
to help supply electricity during critical times. This paper discusses
various measures to enhance power system resilience and outlines
potential challenges for future research.
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Introduction

The structural characteristics and inherent quality of contemporary electric power systems have
undergone considerable transformation as a consequence of the exponential growth in the penetration of
renewable energy resources. The widespread integration of power-electronics-interfaced distributed
generation units has introduced new technical challenges related to the secure and reliable operation of
modern power systems. In addition to the unpredictability and variability associated with renewable
generation, the increasing share of inverter-based resources has also reduced the rotational inertia of
power systems, making them more sensitive to disturbances. In parallel with these technical
developments, extreme weather events — including hurricanes, windstorms, and floods — have imposed
considerable economic and social costs on human societies in recent decades. According to statistics
reported by the National Centers for Environmental Information (NOAA), the United States alone has
experienced 241 weather-related disasters since 1980, with a cumulative cost exceeding 1.6 trillion US
dollars, and severe weather has been responsible for approximately 80% of major U.S. power outages
between 2000 and 2023.

Despite the relatively low probability of occurrence of such high-impact events, their considerable
severity and consequences for the secure operation of power systems have directed substantial attention
toward enhancing the resilience of electrical networks. A well-known illustration of this vulnerability is
Hurricane Sandy in late October 2012, which devastated a significant portion of the eastern United States
power grid and left more than 7.5 million customers across 15 states without electricity for extended
periods. Such events highlight the urgent need for modern power systems to develop enhanced
capabilities and practical operational responses capable of minimizing societal disruption when severe
incidents occur.

Motivated by this need, extensive research efforts have been devoted to reinforcing power systems

against catastrophic events using a variety of techniques and tools. Prior studies have generally classified
resilience-enhancement strategies into three broad categories according to their temporal scope relative to
the disruptive event: measures implemented before the event (long-term, design-oriented strategies aimed
at strengthening network infrastructure), measures implemented during the event (short-term operational
strategies aimed at maintaining continuity of supply), and measures implemented after the event (rapid
restoration strategies aimed at returning the system to normal operation). Portable and mobile energy
storage systems have emerged as one of the most promising tools across all three categories, since their
mobility allows them to be rapidly deployed at critical locations to support supply continuity during
emergencies, thereby improving both the resilience and the security of the distribution network.
The objective of this study is to provide a comprehensive review of the operational strategies proposed in
the literature for enhancing the resilience of electrical energy distribution networks in critical situations.
The study organizes existing approaches according to their temporal orientation — long-term hardening
and planning strategies, short-term operational strategies, energy-storage-based strategies, and rapid post-
event restoration strategies — and discusses the underlying models, decision frameworks, and
performance indices employed in each category. In doing so, this paper aims to identify open challenges
and to serve as a structured reference that can guide future research on resilience-oriented operation of
distribution networks.

Results and Discussion

The reviewed literature can be organized into four main streams, corresponding to the temporal stage at
which resilience-enhancement actions are applied relative to a disruptive event.

Long-term operation-based strategies. The first stream comprises long-term, design-oriented approaches
that focus on strengthening the physical infrastructure of the power system before an event occurs.
Historical data on the consequences of past catastrophic events are used in long-term planning studies to
determine the optimal hardening of critical and sensitive network components. Representative works
include a tri-level optimal hardening framework for enhancing distribution system resilience against
targeted attacks, integrated models for optimal design of critical infrastructure that account for equipment
maintenance scheduling using Markov decision processes to withstand hurricanes, and optimal siting of
distributed generation resources to convert conventional distribution feeders into self-sufficient
microgrids. Other studies propose two-stage siting-and-routing models for mobile energy storage
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systems, in which the first stage determines optimal storage locations under normal operating conditions
while minimizing investment cost, and the second stage determines optimal routing of storage devices to
reduce load curtailment and support faulted feeders during severe events. A further body of work
incorporates uncertainty explicitly through robust optimization, including game-theoretic attacker-
defender formulations for hurricane-resilient distribution network design, information-gap decision
theory for optimal placement of series reactors, and two-stage robust programming for partitioning
distribution systems into resilient microgrid clusters.

A closely related line of work integrates microgrid planning with demand response programs. In these
studies, the microgrid planning problem is decomposed into two stages: sizing and siting of distributed
and renewable generation units together with energy storage to convert passive distribution networks into
active ones, and determination of optimal electrical boundaries of the resulting microgrids. The
incorporation of critical-peak-pricing-based demand response programs, together with a Loss of Load
Expectation (LOLE) reliability constraint, has been shown to substantially reduce required investment
capacity while maintaining an acceptable reliability level, indicating that coordinated microgrid and
demand-response planning yields greater operator profit and reduced excess investment compared with
planning that neglects demand-side flexibility.

Short-term operation-based strategies. The second stream addresses short-term operational measures
aimed at equipping the power system to manage an imminent event and to maintain continuous supply to
consumers immediately before, during, and after its occurrence, typically at substantially lower cost than
long-term hardening measures. Representative contributions include multi-level energy management
strategies for microgrids that combine economic dispatch with resilience indices quantifying the fraction
of restored load during islanded operation; two-level robust planning approaches for coordinating
microgrid resources across grid-connected and islanded modes; scenario-based probabilistic frameworks
employing dynamic line rating to mitigate wildfire-induced capacity reductions; and defensive islanding
schemes that use component fragility curves to assess vulnerability during extreme weather. In the
defensive islanding framework, a Severity Risk Index (SRI) is defined from the probability and impact of
selected failure scenarios, and the network is partitioned into self-sustaining islands whenever the
computed SRI exceeds a predefined threshold, thereby limiting the propagation of cascading outages
while prioritizing protection of weak and fragile lines.

Other studies in this stream propose bi-level resilience-oriented algorithms for proactive microgrid
dispatch in day-ahead markets, formulated as two-stage robust optimization problems and solved via
decomposition techniques, showing improved system robustness together with reduced operating cost.
Aggregated two-stage frameworks combining a preventive stage (generator re-dispatch and network
switching) with a corrective stage (load shedding, islanding, and network reconfiguration) have also been
shown to outperform independent preventive or corrective approaches. Because cyberattacks on control
infrastructure represent an additional major threat to modern power systems, tri-level optimization
models representing the conflict between system operator and attacker — determining, respectively,
normal operation, optimal attack timing and location, and corrective post-attack actions — have been
proposed to minimize unserved energy under worst-case attack scenarios, solved using two-stage robust
optimization with column-and-constraint generation.

Energy-storage-based strategies. The third stream focuses specifically on the role of electrical energy
storage as an emerging and versatile technology for resilience enhancement. Storage devices are
highlighted as a strategic tool for improving resilience, with the amount of energy stored in batteries
proposed directly as a resilience indicator, while additional attention is drawn to dynamic and transient
fluctuations occurring during the transition of microgrids from grid-connected to islanded operation.
Optimal models for frequency stability enhancement in islanded microgrids, formulated using AC power
flow equations and convex programming for improved computational efficiency, jointly optimize
generation dispatch, demand response implementation, and network reconfiguration subject to frequency
constraints.

A central modeling tool throughout this stream is the fragility curve, which relates weather intensity
such as wind speed or rainfall intensity leading to flooding — to the probability of component failure.
Fragility-curve-based failure models allow identification of components at risk during upcoming
simulation stages and can be calibrated using empirical outage statistics to reflect the real behavior of
transmission and distribution equipment, including wind turbines. Failure rate models relating pole,
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transformer, and overhead-line failure rates to storm wind speed, formulated using Poisson distributions,
are used to probabilistically simulate storm occurrence and resulting component damage across the
network.

Rapid restoration strategies. The fourth stream concerns rapid restoration of the power system to its
pre-event operating condition, one of the key objectives for resilience enhancement. Approaches in this
category include mixed-integer linear programming models for partitioning distribution networks into
multiple microgrids to accelerate restoration by creating parallel restoration paths and localizing faults;
post-event optimization models for coordinating repair crew scheduling, generator dispatch, and system
energization rates while prioritizing load restoration; information-gap-decision-theory-based ascent
techniques formulated via second-order cone programming to maximize load restoration under
uncertainty; load restoration algorithms exploiting distributed generation and network reconfiguration,
including waste-heat utilization from re-energization processes; and graph-based sequencing algorithms
for determining optimal restoration order considering dynamic switching states. A further stream of
restoration-related work addresses pre-positioning of resources ahead of flood events: risk-aware day-
ahead stochastic scheduling models identify critical substations whose protection — for example using
temporary plastic or sand-based flood barriers — maximizes network resilience, based on flood
probability distributions, substation fragility and damage curves, and historical repair-time data, subject
to a risk-aware objective balancing expected cost and Conditional Value-at-Risk.

Across all four streams, the reviewed literature consistently indicates that resilience enhancement
cannot be achieved through a single measure applied at a single point in time; rather, meaningful
improvement requires coordinated preventive, corrective, and restorative actions supported by
uncertainty-aware optimization models. Mobile and portable energy storage systems recur across all
three temporal stages — as planning assets in long-term siting problems, as flexible resources in short-
term islanding and dispatch strategies, and as rapid-deployment tools supporting post-event restoration
— underscoring their central role as a cross-cutting resilience-enhancement technology.

Conclusion

Natural disasters and malicious cyber intrusions constitute rare and largely unpredictable events with low
probability of occurrence, yet they are capable of inflicting substantial and, in some cases, irreversible
damage on the performance and infrastructure of power systems. In recent years, resilience has emerged
as a distinct and increasingly prominent concept in power system research, complementing traditional
reliability-oriented studies. This paper has presented a structured review of resilience-oriented operation
strategies for electrical distribution networks, organized according to three temporal stages relative to a
disruptive event: preventive (long-term) management, active (short-term operational) management, and
corrective (post-event restoration) management.

The reviewed literature demonstrates that mobile and portable energy storage systems represent a
particularly effective and versatile tool for load management within the distribution network, capable of
contributing to resilience enhancement across all three of the aforementioned stages. During peak-load
periods, energy previously stored in these systems can be dispatched to meet demand, thereby reducing
the need for additional network infrastructure; during and after severe events, the same systems can be
rapidly deployed and repositioned to supply critical loads, restore service to isolated portions of the
network, and support defensive islanding strategies. Consequently, the deployment of portable energy
storage systems can be regarded as a practical and cost-effective approach for simultaneously improving
the resilience and security of electrical distribution networks.

This paper has provided a comprehensive overview of methods for enhancing the capability of
distribution networks to withstand and recover from hazardous and emergency conditions, encompassing
all three stages of resilience management identified in the literature. Several open challenges remain for
future research, including the optimal siting of mobile energy storage systems specifically for flood-
resilience enhancement of distribution networks — an area that, despite the considerable body of work
reviewed in this paper, has not yet been comprehensively addressed. Further research directions include
the development of coordinated, multi-stage resilience frameworks that jointly optimize hardening,
operational, and restoration decisions under multiple correlated hazards, as well as the integration of
increasingly data-driven and uncertainty-aware decision-making tools. It is anticipated that this review
can serve as a comprehensive reference to support and guide future investigations in this field.
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