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This paper presents a novel hybrid framework for Android malware
detection that integrates an Improved Particle Swarm Optimization
(IPSO) algorithm with a Fuzzy Kernel Support Vector Machine
(FKSVM). The primary objective is to overcome the challenges of
traditional methods, including high feature dimensionality, premature
convergence, and the inability to model the inherent uncertainty in
malware data. The IPSO algorithm, leveraging a dynamic inertia
weight and a random mutation operator, prevents premature
convergence and selects an optimal feature subset. Subsequently, the
FKSVM model effectively manages data uncertainty through a novel
fuzzy kernel. Evaluation of the proposed framework on the CIC-
AndMal2020 dataset demonstrates that the method achieves a binary
classification accuracy of 99.98% and an extremely low false alarm
rate of 0.01%. These results clearly indicate the superior performance
of the proposed framework compared to existing methods in terms of
accuracy, speed, and robustness against adversarial attacks, thereby
confirming its effectiveness.
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Introduction

Due to its geographical location and its distinctive cultural, political, and social conditions, Iran has
always been vulnerable to a wide range of natural and man-made crises. Over time, crisis management
has evolved from a purely reactive approach into a systematic and institutionalized discipline that relies
on structured planning, command and control systems, and coordinated emergency operations. In this
context, the Ministry of Health has developed and communicated a national program entitled "Health
System Response to Disasters,” which is intended to guide and standardize crisis management within
Iran's health sector and universities of medical sciences. The Emergency Operations Center (EOC) and
the Incident Command System (ICS) constitute the core frameworks through which this program is
expected to function during emergencies. Despite several years of implementation, evidence from the
Qom Provincial Health Center suggests that the program has not been able to fully satisfy the
requirements of crisis management and passive defense in this area. Ineffective resource allocation,
fragmented inter-organizational coordination, and challenges in staff performance and data recording
remain significant obstacles. Accordingly, this study aims to identify and analyze the challenges of
implementing the "Health System Response to Disasters” program within the Qom Provincial Health
Center. The study also seeks to propose practical exit strategies and solutions to overcome these barriers.
To this end, the research applies a qualitative descriptive-analytical method and draws upon the Burke-
Litwin organizational change model to frame and categorize the findings. The findings are expected to
enhance the effectiveness, efficiency, and productivity of the response program and to improve crisis
management and public participation, ultimately reducing the risks and consequences of disasters at the
community level.

Results and Discussion

1. Research Approach and Data Sources

This study employed a qualitative descriptive-analytical design. Data were collected from three primary
sources: (a) the existing research literature on crisis/disaster management, (b) official organizational
documents of the Qom Provincial Health Center (including technical unit job descriptions and the
Ministry of Health's "Health System Response to Disasters™ program), and (c) semi-structured interviews
with crisis-management experts. All collected data were analyzed and categorized using the
Burke-Litwin model of organizational change, which provided 12 analytical criteria.

2. Research Questions (Framework for Discussion)

The analysis was organized around four guiding research questions: (1) How should the health care
system response program be implemented in response to disasters? (2) What is the current status of
implementing the response program in the Qom Provincial Health Center? (3) What are the reasons and
challenges of the program's implementation approach? (4) What is the proposed model for preparing,
implementing, and evaluating the health care system's response program?

3. Key Findings — The Extracted Challenges

From the categorized analysis, the study extracted 45 important challenges, which were structured into
4. main categories and 12 subcategories. The Burke—Litwin framework grouped these findings across
its 12 criteria — including external environment, leadership, mission/strategy, organizational culture,
structure, management practices, systems, and individual/group variables.

The 4 main challenge categories and their typical focus areas were:

e Structural and organizational challenges — relating to command-and-control structure, the
Incident Command System (ICS) implementation, and the Emergency Operations Center (EOC)
operational readiness.

e Inter-organizational coordination and integration challenges — including the coordination of
health system units with other crisis-management organizations and the management of inter-
organizational relationships.

e Resource and management-practice challenges — covering human resources, staff performance,
resource allocation, and management systems.

e Information, monitoring, and community-related challenges — including accurate data recording,
program monitoring, public participation, and community behavior.

4. Figures Referenced in the Study
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The article presents several supporting figures and frameworks: (1) an organizational chart of the Qom
Provincial Health Center's crisis-management structure and its covered population; (2) a model of the
"Health System Response to Disasters” phases adapted from Ministry of Health guidelines (Reference
[3]; (3) a diagram showing the Incident Command System (ICS) structure, which includes the incident
commander and functional sections such as operations, planning, logistics, and finance/administration;
and (4) a flowscheme of the crisis-management process covering planning, response, and evaluation
stages.

5. Expected Theoretical Results (from the solutions/exit strategies)

According to the abstract, the provision of exit strategies and solutions is expected to yield the following
results: program implementation, promotion, effectiveness, efficiency, and productivity; improved crisis
response; accurate information recording; enhanced staff performance; improved community behavior;
strengthened crisis management; greater public participation; and better program monitoring. Finally, all
findings were consolidated into a final conceptual model.

6. Discussion — Interpretation of the Data

The findings indicate that, despite several years of program implementation, the Qom Provincial Health
Center still exhibits gaps in fully meeting crisis-management and passive-defense requirements. The
concentration of challenges across structural, coordination, resource, and information domains confirms
that the obstacles are systemic rather than isolated. By framing these challenges through the Burke—
Litwin model, the study links organizational-level factors (structure, strategy, culture) with
individual/group performance, providing a coherent theoretical basis for the proposed solutions. The
expected outcomes point toward effective improvement of the health care system, promotion of disaster-
preparedness components, and reduction of disaster risks and consequences at the community level.

Conclusion

This study set out to identify and analyze the challenges of implementing the "Health System Response
to Disasters" program within the Qom Provincial Health Center, and to propose practical exit strategies
for overcoming these barriers. Using a qualitative descriptive-analytical approach and the Burke—Litwin
organizational change model as the analytical framework, the research triangulated data from three
sources—the existing literature, official organizational documents, and semi-structured interviews with
crisis-management experts.

The analysis revealed that the program, despite several years of implementation, has not fully
satisfied the requirements of crisis management and passive defense in the studied center. A total of 45
important challenges were extracted and structured into 4 main categories and 12 subcategories, spanning
structural and organizational dimensions, inter-organizational coordination, resource and management
practices, and information, monitoring, and community engagement. The concentration of obstacles
across all four domains indicates that the deficiencies are systemic rather than isolated, requiring
coherent and integrated solutions.

The principal product of this research is a consolidated conceptual model that links the extracted

challenges with the proposed exit strategies. The model, built upon the twelve criteria of the Burke—
Litwin framework, treats organizational-level factors and individual/group performance as
interconnected, thereby providing a theoretical basis for targeted interventions.
Ultimately, the provision of exit strategies is expected to yield improvement in program implementation,
effectiveness, efficiency, and productivity; accurate information recording; enhanced staff performance;
improved community behavior; stronger crisis management; greater public participation; and effective
program monitoring. In doing so, the study contributes to the effective improvement of the health care
system, the promotion of disaster-preparedness components, and the reduction of disaster risks and
consequences at the community level.

For future work, the proposed model should be tested and operationalized at other provincial health
centers and universities of medical sciences to verify its generalizability. In addition, further research is
recommended to strengthen Emergency Operations Center readiness, enhance inter-organizational
coordination with passive-defense and crisis-management entities, establish robust data-recording and
monitoring mechanisms, and expand public participation in disaster response. Implementing these
recommendations will help institutionalize an effective and resilient response program across lran's
health system.
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