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wartime and peacetime against countries, on the one hand, and the
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record of drone threats against some national infrastructure in recent
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g aim of identifying and formulating the principles for protecting critical

infrastructure against drone threats. In fact, it can be said that by
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o applying and implementing the formulated principles in existing and
Principles future critical infrastructure, a significant portion of infrastructure
UAV Threats vulnerabilities against a wide range of drone threats—from
Critical Infrastructure reconnaissance and espionage to munition release and destructive

impact—will be reduced. From the perspective of its objective, this
research is classified as applied research and was carried out using a
qualitative thematic analysis method. Since macro-level principles are
derived through the use of micro textual data, the research process is
inductive. The research data were collected through two methods:
documentary and library studies, as well as interviews with research
experts. The results of this study led to the identification of 12
fundamental principles, namely: the principle of smart hybrid defense,
layered defense, self-reliance, consequence containment, infrastructure
self-protection, prioritization, hardening, innovation and updating,
dispersion and separation, modern camouflage and concealment,
service chain immunity, and attractiveness reduction. Finally, an
operational definition of each identified principle was presented in
order to standardize interpretations of the acquired principles.
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Introduction

The pace of change in the world of military technologies is such that countries update their strategies,
tactics, and offensive and defensive operational plans on an annual basis. One of the technologies that is
now used as a decisive factor in warfare is unmanned aerial vehicles, or drones. Due to their high
operational efficiency and high success rate in attacks, drones have attracted the attention of many
countries around the world. In recent wars, drones have played a highly effective role in changing the
course of conflicts. One example is the war between Azerbaijan and Armenia in 2020, in which drones
served as a winning card for Azerbaijan [1]. Infrastructure is defined as a set of fundamental facilities,
installations, and major lifelines that provide essential and basic services and needs to the people and
society of a country (Technical-Specialized System). During the 12-day war, the extensive use of
reconnaissance, destructive, and combat drones was observed, launched from various points against the

country’s infrastructure.
Research Objectives and Questions

The research seeks to answer the following main question:

What are the fundamental principles for developing strategies to protect critical infrastructure against

drone threats?

The objectives are:

1. Achieving effective strategies for developing the principles of protecting critical infrastructure against
drone threats.

2. ldentifying themes related to infrastructure protection.

3. Providing definitions of the identified principles for the protection of critical infrastructure against
drone threats.

Methodology

The present study is applied in terms of its purpose and falls within the category of descriptive—analytical
research. Thematic analysis, which is a qualitative research method, was used to identify the principles.
Since, in thematic analysis, the ultimate objective of the research is achieved by assembling the data and
components obtained, following a process that moves from the parts to the whole, this study is inductive
in nature.

In this study, the manifest and latent themes contained in foundational defense-related documents,
including the Holy Qur’an, the statements of the Leaders of the Islamic Revolution, and higher-level
documents in the field of passive defense, were first extracted, along with the data obtained from
interviews with research experts. The most important themes and axes were then identified. In the next
step, these components were analyzed and examined, their relationship to and alignment with the
research objectives were assessed, and, ultimately, an optimal thematic network was presented. It should
be noted that, since the present study was qualitative in nature, efforts were made to conduct open-ended
interviews with the country’s leading defense experts in the field of drone threats, including experts from
the Armed Forces. The experts were selected in such a way that the most knowledgeable and senior-
ranking individuals from each of the aforementioned organizations were included. The interview process
was concluded after theoretical saturation had been reached in the responses.
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Findings

In this study, an attempt was made to extract the primary propositions for formulating the fundamental
principles of critical infrastructure protection against drone threats. To achieve this, high-level policy
documents were utilized alongside qualitative interviews with project experts, employing the qualitative
thematic analysis method. Following the analytical process of the research, 12 principles were identified,
which are:

smart hybrid defense

layered defense (defense-in-depth)

self-reliance

consequence mitigation

infrastructure self-protection

prioritization

hardening

innovation and updating

dispersion and decentralization

10. modern camouflage and concealment

11. service chain immunity

12. reducing attractiveness (attractiveness reduction)

N A o B

Discussion

Through an analytical study of high-level documents, records, and expert interviews with 10 of the
primary authorities and specialists in the field of drone defense, using the thematic analysis method, the
governing principles for strategies to protect critical infrastructure against drone threats were developed
and validated by the research expert community through the following three stages:

a) Selection of key texts and conversion into basic themes;

b) Conversion of basic themes into organizing themes; and

c) Conversion of organizing themes into global themes (principles).

Conclusions and Implications

The obtained principles are a combination of active and passive defense capabilities and capacities.
However, as can be seen, most of these principles (8 out of 12) are focused solely on the passive aspect
of defense and emphasize more on containing the consequences and minimizing damages—an approach
that is sustainable, resilient, and enduring against threats. In fact, it can be concluded that, alongside the
daily advancement of offensive drone technologies and the strengthening and modernization of defense
systems, which are costly, one must turn to approaches, decisions, and actions that offer greater long-
term stability and effectiveness against diverse drone threats. If these principles are considered at the
strategic and operational levels by the country’s defense planners, a significant degree of vulnerability of
the nation’s critical infrastructure to drone threats will be reduced.
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