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Surface Space Chamran, and Sarv Complex). The findings demonstrate that effective

urban defense necessitates combining "immediate" and "long-term"
measures. Immediate measures include deploying physical barrier
systems (such as flexible nets and rigid grids) to neutralize the Kinetic
energy of the projectile prior to impact. Conversely, long-term
measures focus on institutionalizing physical passive defense across
two dimensions: in the "surface space" dimension, establishing
designated air corridors for authorized traffic and locating critical
buildings away from main thoroughfares are proposed to hinder the
visual navigation of attacking aircraft during satellite navigation
system disruptions. In the "above-surface space" dimension, solutions
are provided across three scales: at the urban block scale, utilizing
heterogeneous height codes to restrict aircraft maneuvers and prevent
laser-locking of guided weapons; at the building scale, designing
asymmetrical forms and complex facades to induce visual ambiguity;
and at the building component scale, implementing sacrificial walls (to
disrupt delay-fused munitions), using cast-in-place reinforced concrete
(to dissipate blast waves), and applying reflective or rough materials to
deflect and scatter guided missile signals.
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Introduction

The exponential increase in aerial threats of a military nature, particularly Remotely Piloted Vehicles and
Unmanned Aerial Vehicles (UAVSs), against urban infrastructure has emerged as a fundamental challenge
for modern governments . Drones operate with extremely low physical and thermal signatures, allowing
them to fly at low altitudes and high speeds . This enables them to effectively hide within dense urban or
rural clutter, appearing at very short distances and drastically minimizing the reaction time of air defense
systems . Furthermore, the widespread accessibility and low cost of commercial drone components have
democratized these weapons, transforming them into affordable tactical assets for non-state armed
groups and regional actors .

While conventional defense mechanisms heavily rely on technological solutions such as signal
jamming and GPS spoofing, these methods encounter severe operational limitations in complex urban
environments . Signal jamming can disrupt essential civilian communications, and kinetic takedowns
over populated areas yield disastrous collateral consequences . Consequently, addressing these novel
threats necessitates a paradigm shift: moving beyond exclusive reliance on airspace monitoring and
integrating physical, passive defense strategies directly into the urban fabric and architectural design .

Objectives

The primary objective of this applied research is to re-evaluate the operational characteristics and
offensive strategies of drone-based threats within a multidimensional urban battlefield . Furthermore, the
study aims to formulate and propose multilayered physical defense strategies—ranging from immediate
post-construction interventions to long-term urban planning—to enhance the structural and physical
resilience of urban settlements against UAV strikes .

Methodology

This research employs a mixed-methods (quantitative-qualitative) approach to analyze urban
vulnerabilities . The core analytical framework utilizes the "backcasting” method, which is particularly
suited for event-driven phenomena where independent variables cannot be manipulated . By
investigating the aerial strikes that occurred during the twelve-day war (June 2025), the study analyzes
the cause-and-effect relationships post-incident to extract precise vulnerability patterns .

Data was collected through extensive documentary research and systematic field observations across
three specific residential complexes in Tehran: Shahid Mahallati, Shahid Chamran, and the Sarv
Complex. These locations were selected due to their strategic demographics, distinctive high-rise
rectangular architectural forms, and their geographical proximity to major transportation arteries . The
vulnerability of their geometric configurations and material composition was subsequently evaluated
against known UAYV attack vectors .

Results and Discussion

4.1. Threat Mechanisms and Urban Vulnerability
UAVSs execute attacks via two primary methods: ballistic (functioning as suicide weapons with high-
speed dive trajectories) and non-ballistic (serving as platforms to drop unguided or precision-guided
munitions) . The research highlights a critical security gap in Class G airspace (uncontrolled airspace
below 213 meters), which encompasses all urban surface levels and facilitates undetected drone
operations .

Field analyses of the targeted complexes revealed severe physical vulnerabilities. The proximity of
these complexes to wide highways (e.g., Sadr, Yadegar-e Emam, and Artesh) inadvertently provided
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clear linear reference points for the visual navigation systems of attacking aircraft, especially when GPS
systems were disrupted . At the building scale, the 14- and 15-story structures exhibited uniform height
codes that eliminated the "podium effect"—a phenomenon where surrounding tall buildings block the
line of sight for laser target designators . The simple, symmetrical rectangular forms of these buildings,
combined with high-contrast facade colors (e.g., red and green outlines on brown backgrounds),
facilitated rapid target designation and eliminated visual ambiguity for the attackers . Furthermore, the
reliance on brittle masonry (clay blocks) and the absence of secondary sacrificial roofs allowed delay-
fuzed munitions to easily penetrate and detonate within interior living spaces .

4.2. Multilayered Defensive Countermeasures

To counter these vulnerabilities, the study categorizes passive defense measures into immediate and
long-term actions, applied across surface and supersurface urban domains .

e Immediate Post-Construction Measures: These focus on physical barrier systems designed to
physically entrap drones or neutralize the kinetic energy of projectiles before impact .

o Tensioned Flexible Nets: Deployed horizontally or vertically over roads, facades, and roofs to catch
small, commercial-grade UAVs (Group 1) .

o Rigid Meshes and Panels: Solid protective shields utilized to secure critical buildings and sensitive
oil/industrial infrastructure against heavier, tactical UAV impacts .

e Long-Term Measures (Surface Space):

o Airspace Management: Establishing designated, structured air corridors (tubes/layers) for authorized
drone traffic to reduce airspace complexity and quickly identify unauthorized hostile intrusions .

o Strategic Relocation: Distancing critical buildings from wide highways and prominent linear
landmarks to heavily disrupt the visual navigation capabilities of attacking aircraft .

e Long-Term Measures (Supersurface Space):

o Urban Block Scale: Enforcing heterogeneous and varied height codes to restrict the air-to-ground
approach vectors of UAVSs and purposely induce the podium effect, thereby obstructing the line of sight
required for laser-guided weapons .

o Building Scale: Designing asymmetrical, multi-faceted architectural forms to create spatial ambiguity,
drastically complicating the target marking process for enemy operators .

o Building Component Scale: Implementing multi-layered, sacrificial sloping roofs to trigger delay-
fuzed munitions prematurely at a safe stand-off distance . Utilizing cast-in-place reinforced concrete and
blast-resistant walls to dissipate blast wave energy and prevent lethal secondary debris . Facades must
utilize rough, matte materials with earthy tones to create diffuse reflections that weaken laser return
signals, while strictly avoiding flat glass, Plexiglas, or mirror-like surfaces that can trap or clearly reflect
targeting lasers .

Conclusion

Effective urban defense against advanced drone threats cannot be achieved through active technological
countermeasures alone; it requires the systematic integration of physical, passive defense strategies .
Structural interventions—such as incorporating sacrificial layers, utilizing blast-absorbent concrete,
manipulating building heights to disrupt laser guidance, and applying diffuse-reflective facade
materials—force hostile forces to compromise between stealth and payload capacity . By embedding
these multilayered defenses into the urban fabric, cities can exponentially increase the operational
difficulty for attackers, limit structural penetration, and significantly elevate the overall physical
resilience of urban settlements in modern warfare.
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0 |_aser Target Designator
HMAcquisition Device

2 [lluminate

'3 Backscatter

% Obscurant(s)

5 Attenuation

6 Beam Divergence

7 Spot Jitter

'8 Refraction

9 podium

2 Entrapment

21 Over and Under spill

22 point Detonating/Impact Fuse
2 proximity Fuse
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! Precision-guided Munitions (PGMs)

2 Smart Weapon\ Smart Munition

® Inertial Measurement Unit(s)

* Global Positioning System (GPS) Receivers
% Laser Seeker(s)

® Millimeter-wave Radar Seeker(a)

7 Spoofing

8 False alarm(s)

® Laser-guided Weapon
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" NASA/FAA unmanned aircraft system traffic management - UTM
8 SESAR U-space

® Singapore UTM-UAS

J.UT™M

™ Airspace Structure

2 Free-flight-based operation(s)

'3 Conflict detection and Avoidance
* Structure-based operation(s)

5 Layer(s)

16 Zone(s)

7 Tube(s)
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! Time Fuse

2 Delay Fuse

® Penetrating Munition(s)

* Airspace Management

% International Civil Aviation Organization (ICAQ)
8 Air Traffic Control (ATC)
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! Structured Route Network(s)
2 Temporal Separation

% Airspace

* Surface

% Supersurface

® Subsurface
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! Tensioned flexible mesh

2 Rigid Mesh/Panel

® Physically Entrap

* Disrupt Them

® Explode at Stand-off Distance(s)
® Antidrone Netting
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2 Belgorod

% Cope Cage(s)

* No-Fly Zone Barrier
% Precision Attacks
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® Network of Standard Flight Route(s)
” Air Control Points (ACPs)

8 Vertical and Linear Reference(s)

® Highway(s)

! Rigid Mesh/Panel

2 Protective shield

® Russian Mining and Metallurgical Corporation
* Steel Dome

* Monchegorsk
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! Sacrificial Sloping Roof
2 protected Ceiling
® Poured-in-place Reinforced Concrete
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® Plexiglas
4 Laser Entrapment

10 el Sy 5 (5,5 jgate duged isS e iy
<YL 9_715 Cenglie omloul a5 £ oS s ol 5 il
e il ol slaojlax 5 bbaadw ;o mlaws iy 1o e
ALl e 09 00,5 dloy| S Oloedis ply y0 o
o e el 6 B 3o 5B lazles v 5L
2l bl b S Sloedas 51T JalS 55 5 35
i oallae Canglie e 52y nl b 55 0 s
slaa¥ a3l plexsbe ool cadsl gloslor pinns Glyices hone
Ol Ol g (gl Sl agd il 5o ansil blas
Gl plazzlis ply jo dz g Lai ;0 4z elis Do
J55 iy i Slage Sl oaiolil 530 il 5o 1, o5l

20,5 oS 00 S slacaw] jludice

o —_.
N \f-,"i)

'50‘&

i V0 Gleasle ;o Bus 9,50 idu JelS o5 (VW) Sl
IV ez et S e

o,lus o
ol 5l o (Bgdil g (Soal i )l900) plastlo (g slaojlux
Wy o Cgame 2lpp Dlaagd ply )3 (s Y (rrege
Mgl Ly 395 5] Enilos gl ol ool 5,515
ol 356 o loT g 5| (60Tl 5 el gl (555

sl o (Aol yine sloJoallygins ulul 5
5 oSl 9 0,5 b pllae (o Slr YU wayd v b
slojleo» «la o mluw o i b sloo s slalgso
S| Hglareds onigtlad sla B> g € lxisl plp )3 pglie
sl ol I5T o S5 05l (6 iy JSC

b SgSm oo pletSlw 4 (Sbge e (o)
4z S A amd oo GLaS g geizme )3 (IS SMedee
S slad b ol s )lzen 5 pid ail po Bas woly (55518
03,5 et 1y (ool olozr a4l peiiins )95 (ISl
Sloolaiwl o1 (g0 S w55 40 ol Jale Ll e
oobeS ) (gadil il sl g Cuaglie W31 « Jowr mllas
Jel 5o i ol L;..\_..,)Su.» Ol el ooy ol sles o

! Heavy Direct-Attack Weaponry



VY Al sibhan 5 Gl Jadllpl 5 e 458 50 beyT Olagugd b ablio (gl IKa15 5 crndid puo (399 (Slontg podcio (omliid

3 i S ks e sladasrs jo B sl Sl
2 b o | €enily sla gy yanl 2 g €558 bl
A azgi L) (o Spd eanSow laailele (5,58l (i
g Cihanio sLa)g» diwd 95 4 (4l Sy g o2
3o 1y dnad 65,51 L g oo ol Ccdo (slaasity
s leladl ) LS e aisS Shte G 4 bl
SIS o, el Sl S el 356 b e,
Ol il e sl ((rlawg; g (b yolic jl pel) 0
olawdl g jlee glooluy 90 5 s (oo Jolas oloul b 0,50,
L ot Slooliissn )5l il el (oo s 5o s
a3 oo W)l 5 350 JS8 4 lee Dlaags pln 5o

e gles sl Vs (i yai o e slalad asg (o
@bl g osls Aol 3l (LS 5 ped jlne slajls (61
SOl (izmed 0SS (0 oo 1) paliite ool
(ol slagl 3 5l 5es Jolsd 5o (ol sl dretgo
U ©)y90 58 05298 | prbos sy 29U sloailels
Sl s 5| g a3 lo sl 5L (Sl Dltanise claalol
buls—d 33 6,555l (g, slolidd o 5w als
PP 6rS IS Caz pite (o)) slagSl @i 4 (55l e
)92 535 6T JiB jo Pl o] cBlate 5 €55
(sleizlu olic 5 (g lons wlode ;o wlys jo wyles o
S 53 il sl 8 g oz sladwais 5l 550
osigilad Laciiw i) blis slas,slis 5l ool
Sk eaisS Jize slagidg g ghans O sloojlaz Yoiz
Jlizl g (5,5 Ban 85 (Sl Slbo 5 an] w@ind aiile
A2 o SalS 1) 0ol w2l 5,519 Ol s yige culol

sloySaly ool 5L e gl, jead B bk 5o
2 ] ) K Slage ol s ol il
eLds S, as o, S .s._Sb Al @l 7y Glrez dagd meisre
5 «Jole glO» Lo diopllas Wign sl jo LS wal,l5 (5 0
2 = el (ml 09 oe Bhoe (ale il glioy
Ll | 595 A5 5 oy Jos sl 1S L g lye
3 €T oloe Sl 4 oy 1, e ST, 1425 o
Cudgitne diged (lyie dn il oo« Slld cod L>
Al ,0) K cwos 90 LS Jo 0 F-35 15 s 0usiX>
Silsrm slo o Gl an I U ) el (5,50,
S5 Jeiml s plulids s Lot a8 &9yl 1S o
L) prloed oy 5 00, Yo | susdly slaalelw L
ilese 42lge 0505k 5 u slallr

p2ls =lp s Sasadd (els glaBal) (F) Jgoon
1S (oo g i (a9 (e 250 g9 50 ) Las SToe

] 43.5)5}54.36)}5] Lg)l:)fc\il.tj

23 i

23 poldleloa

b B s o 500 ookl ls 4y g 3L 31 :(08) JSCis
IR

5 yeals zalas 555 = 655 S NFALE (K5 (59 ]
55 5 41,2 il Galhaals « a5y Gy slsu! Judoay
39 g 00l 0aSTy Ol plod [0 35 ped gloay Al Ll
9= wsly> (6,58, J el g hend (2S5l JUS ez
Ivyl

O gyl ad 18 Bas et 4w p sl Giby
Gl 5l oo 3 YO B Ve Jaoxs jobds oy el 004y €Ll
Sl ol ol 4z BT 0o o QUL ) JlaS ailas 5
00) 48l Jiro poriros)] sl 40 Wi gl pllas b
Egoze ;0 Lol el ;S —(0u0,0 A+ L 00) =T 4 (oo
Sl b oS o oliS sigtiolie slaSige S sl 0
Comw a4l g ools e 25 1) Sl (goad g la5uS
170l colun ()5 abii) cad pSnio (5551 55 50

oy g s -#

(oM A+ ans Jlgl 5l Lol (958039, 95 9 55—
Ll 03y 08, Gt sl o 1) a5 Lol
5 prlee Shadl 9,8 sl Al JalS ez 2le S
6o =oly g 4l ol (e lalad 4 S5a 2 LB
Joo Gl Blaazs g gadlS hcalo ) daplazsls ade
SloolliigSn ;5 (s laSal, )0 (6, 5550 )50 g Sl
ol 03,8 Glizgs 1) 600
sl o saidly Glotsy S 5 glya o)l i
5 el SRS 590 4 Ge VIV 5 i) G LIS (oo
Sl ) sasls Glilos yn g ool 605 gloaryy
o aog bcoul adble ool b o2les lod Slon (51 o e
Silan AY ol 5o e cuial el sl G Sl 350
sl wVaiz (60,509, 356! pilee sl IS = pllas ol
5 Ol s SR 5 aitS slpailelw a5 (60 S,
a3 Sig b 0 Szl Ll O slags 88 Canliw

! Rough Surface
2 Diffuse Reflection
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