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The present article assesses the impact of crisis management and
passive defense components in promoting the sustainability of critical
energy infrastructures. Due to their strategic nature and widespread
impact on other economic and social sectors, energy infrastructures are
always exposed to a variety of threats, including natural disasters,
technical incidents, and intentional attacks (both cyber and physical).
In this regard, crisis management as a set of processes for predicting,
preparing for, responding to, and recovering from crises, and passive
defense as a set of unarmed measures to protect lives, property, and the
country's infrastructures against hostile threats, are considered to be
the two main pillars in ensuring the continued performance and
sustainability of these infrastructures. The present research method is
descriptive-survey and the required data were collected through a
questionnaire. The statistical population of the research includes
experts and key managers in various sectors of critical energy
infrastructure (including power plants, gas transmission lines,
refineries, and oil facilities), who were selected as the sample size
based on stratified sampling and the Cochran formula of 100 people.
Regression and ANOVA tests and SPSS software were used to analyze
the data.The key findings of this research show that all the main
variables, including crisis management (0/25), passive defense (0/30),
and synergy between them (0/55), have a positive and significant
correlation with the resilience of critical infrastructure in the energy
sector, and the greatest direct effect on resilience was the synergy
between crisis management and passive defense, which indicates the
importance of coordination and integration of measures in improving
resilience .
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Introduction

Critical energy infrastructures, due to their strategic nature and widespread impact on socio-economic
stability, are perpetually exposed to diverse threats. These threats range from natural disasters and
technical failures to intentional attacks, including both physical and cyber-based incursions. In this
context, ensuring the resilience and continuity of energy operations is paramount. Crisis Management
(CM), as a systematic process for prediction, preparedness, response, and recovery, and Passive Defense
(PD), as a set of non-military measures to protect national assets and infrastructure against hostile threats,
emerge as the two fundamental pillars for enhancing the resilience of these vital systems.

Research Objectives and Questions

The primary objective of this study is to investigate the impact of Crisis Management and Passive
Defense components on enhancing the resilience of critical energy infrastructures. The research seeks to
answer the following question:

How do Crisis Management and Passive Defense dimensions, and their synergy, influence the resilience
of critical energy infrastructures?

The specific objectives are:

1. To evaluate the individual impact of Crisis Management and Passive Defense on infrastructure
resilience.

2. To examine the synergistic effect (interaction) between these two components in fostering long-term
stability.

Methodology

This study employs a descriptive-survey and quantitative research design. Data were collected through a
structured questionnaire distributed among key experts and managers within various sectors of critical
energy infrastructures, including power plants, gas transmission lines, refineries, and oil facilities.

e Sampling: A stratified sampling method was utilized, and the sample size was determined using the
Cochran formula, resulting in 100 participants.

e Data Analysis: The collected data were analyzed using statistical software (SPSS). The analytical
framework involved regression analysis and Analysis of Variance (ANOVA) to test the relationships
between the variables and their impact on the dependent variable (Resilience).

Findings

The empirical results indicate that all primary variables—Crisis Management, Passive Defense, and their
synergy—exhibit a positive and statistically significant correlation with the resilience of critical energy
infrastructures. Specifically:

 Crisis Management demonstrated a significant direct impact on resilience.

 Passive Defense showed a substantial positive correlation with system stability.

e Synergy (CM & PD): Most notably, the synergy between Crisis Management and Passive Defense
yielded the highest coefficient of influence (0.550.550.55), representing the most significant predictor of
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infrastructure resilience. This finding highlights that the integration and coordination of these two
domains are more effective than their individual application.

Discussion

The findings underscore that resilience in the energy sector is not merely a product of reactive crisis
handling or isolated defensive measures, but rather the result of an integrated approach. The high impact
of the “synergy” component suggests that when predictive crisis management is aligned with proactive
passive defense strategies, the infrastructure achieves a much higher level of robust stability. This
alignment minimizes vulnerabilities and optimizes the response capability against multi-dimensional
threats.

Conclusions and Implications

This research provides a conceptual framework for enhancing the stability of critical energy assets
through the dual lenses of Crisis Management and Passive Defense. The results suggest several strategic
implications for policymakers and infrastructure managers:

e Integrative Planning: Moving beyond siloed management by integrating CM and PD into a unified
resilience strategy.

e Coordinated Response: Developing joint protocols that harmonize proactive defense with reactive
crisis recovery.

e Resource Allocation: Prioritizing investments in areas that foster the synergy between preparedness
and non-military protection.

The study offers valuable insights for ensuring the continuity of energy services in the face of
increasingly complex global threats.
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